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Data breaches and optimal regulatory policy

A dispute over the data breach at the center of Coupang’s clash with South Korean
regulators has been escalating. The fact that a breach occurred is not in dispute. The real question
at issue is whether the response by Korean regulators and lawmakers has been proportionate. A
recent interim report by U.S. House Judiciary Committee staff argues that this response has been
one-sided. Given that such concerns have been raised, a more important issue may be how optimal
regulatory policy, that is, deterrence policy, should be designed in response to data breaches.

That question is not whether any given company will experience a data breach. Every
company is a potential target, and even firms with substantial security investments cannot fully
insulate themselves from attack. The weight of the analysis should instead fall on how severe a
given breach turns out to be, how firms respond afterward, and how regulators calibrate their
response. Answering that question requires first understanding what the empirical literature tells
us about how breaches actually cause harm, and then asking what the economics of optimal
deterrence implies about the appropriate design of sanctions. The academic literature paints a more
nuanced picture than the public debate might suggest.

Not all data breaches are equally harmful. Research consistently finds that breach severity
depends less on the number of records exposed than on the nature of the compromised information,
the duration of unauthorized access, whether the data were actually exfiltrated or misused, and
whether firms acted promptly once the incident was discovered.

Financial credentials, government identifiers, medical records, and authentication
credentials typically generate the largest downstream harms because they facilitate fraud or
identity theft. By contrast, breaches involving names and email addresses alone often generate
substantially lower measurable consumer losses, although they may still increase phishing risks
and reduce trust.

Firm behavior after a breach compounds or mitigates these underlying harms. Firms that
discover intrusions quickly, cooperate with investigators, notify affected customers promptly,
and implement credible remediation generally suffer smaller long-run reputational losses than
firms that conceal breaches or delay disclosure. Indeed, many studies find that markets
distinguish between firms that experience sophisticated attacks despite reasonable security
precautions and firms whose breaches reveal systematic governance failures.

This market behavior points to a broader lesson because cybersecurity is fundamentally a
problem of risk management rather than risk elimination. No business is immune from attack.
Even firms with substantial investments in security occasionally experience successful intrusions
by sophisticated adversaries or trusted insiders. The relevant policy question is therefore not
whether a breach occurred, but whether reasonable precautions were taken before the breach and
reasonable responses followed afterward.

The economics of deterrence reaches a parallel conclusion from a different direction. The
objective of sanctions is not to maximize punishment but to induce efficient precaution. Optimal



deterrence requires firms to internalize the expected social costs of their conduct while
preserving incentives to invest, innovate, and remain solvent.

Excessive sanctions can undermine these objectives. If penalties approach or exceed a
firm's financial capacity, several distortions emerge. Managers may underinvest in voluntary
disclosure because admitting a breach could threaten corporate survival. Firms may devote
excessive resources to avoiding regulatory attention rather than improving cybersecurity itself.
Investors may become reluctant to finance innovative firms operating in high-risk digital sectors.
Most importantly, sanctions that effectively bankrupt companies rarely improve compensation
for consumers, since insolvent firms possess fewer resources to fund remediation or future
security improvements.

The literature therefore distinguishes between deterrence and destruction. Efficient
penalties should encourage better behavior without eliminating socially valuable firms. A
regulatory system that treats every large breach as evidence of negligence risks creating
incentives that discourage scale rather than encouraging better security.

The House Judiciary Committee report’s concerns raise precisely these issues. Although
not itself an empirical study, the report illustrates how concerns about deterrence versus over-
deterrence have entered contemporary policy debates. It argues that some Korean legislators
advocated exceptionally severe responses following the Coupang breach that, taken together,
could threaten the company’s continued operations. The report characterizes these proposals as
disproportionate and potentially discriminatory toward an American-owned company, though
this characterization remains the report’s own view and would require independent factual
verification.

Whether one accepts those allegations is ultimately an evidentiary question that this
analysis does not attempt to resolve. Nevertheless, the debate highlights an important policy
issue extending well beyond a single company. Legislators understandably respond to highly
publicized breaches with demands for tougher penalties. Large breaches affect millions of
consumers, generate public anger, and create political pressure for visible enforcement. If
lawmakers or regulators do in fact make one-sided public statements about a particular case, this
illustrates how strongly public pressure can shape sanction levels. Yet economic research
consistently cautions against allowing public outrage to determine sanction levels.

The alternative to outrage-driven punishment is calibration. Optimal enforcement
requires calibration rather than escalation. Penalties should increase when firms knowingly
disregard security obligations, conceal breaches, ignore repeated warnings, or fail to implement
widely accepted safeguards. Enhanced sanctions are also justified when executives intentionally
mislead regulators or obstruct investigations. Conversely, punishment should be moderated when
firms rapidly contain incidents, cooperate with authorities, and undertake remediation.

This calibration matters because incentives compound over time. If every disclosed
breach trigger penalties approaching corporate insolvency, firms may rationally devote more
effort to limiting legal exposure than to sharing information that helps regulators and other



organizations defend against future attacks. Society loses valuable learning opportunities
precisely when collective knowledge is most needed.

Taken together, these two strands of research point in the same direction. The empirical
literature on data breaches suggests that regulators should focus on actual harm, preventable
negligence, organizational incentives, and post-breach conduct rather than adopting sanctions
designed primarily to maximize punishment. Likewise, the economic literature on optimal
deterrence reminds us that the objective of regulation is to reduce future harm, not merely to
express public condemnation. In the long run, regulatory systems succeed not because they
impose the largest penalties, but because they create the strongest incentives for better behavior.

Sanctions that exceed what is necessary for efficient deterrence impose costs that extend
beyond the regulated firm. By increasing uncertainty for investors and threatening the viability of
productive enterprises, excessive penalties can reduce innovation and discourage capital
formation. The result is a society that is less secure rather than more secure, precisely the
opposite of what deterrence-based regulation is meant to achieve.
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